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Abstract

Crimes are always considered as inevitable in every given society operating under an
organized system of operation. Sometimes this crime has to cross borders constituting huge
threat to country sovereignty and integrity. With all this in place, States are usually confronted
in establishing possible forms and methods of combating the so called transnational crimes.
Specific examples of successful experience of developed countries, such as the United States,
Canada and Western European countries, are analyzed. The author's definitions of the terms
"transnational crime", "method of combating transnational crime" and "form of combating
transnational crime" are given. It is stated that the problem of the existence and expansion of
transnational crime in the form of shadow illegal activities of criminal organizations is one of the
greatest threats of our time. It is stated that in connection with the commission of illegal acts by
members of transnational criminal organizations of various orientations, the definition of the
essence and content of this socially dangerous phenomenon is a non-trivial matter. It is
emphasized that the modern scientific community reflects the desire to clearly establish and
specify the current methods of combating transnational crime and to implement their
appropriate classification. It is noted that both domestic and foreign scholars in the field of law
classify methods of combating transnational crime according to a set of different criteria and
factors. Scholars also emphasize the importance of intensifying effective international
cooperation in this area.
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Menilai Isu Kontemporer Melawan Kejahatan Transnasional

Abstrak

Kejahatan selalu dianggap sebagai sesuatu yang tak terelakkan dalam setiap masyarakat
yang beroperasi di bawah sistem operasi yang terorganisir. Terkadang kejahatan ini harus
melintasi batas negara yang merupakan ancaman besar bagi kedaulatan dan keutuhan
negara. Dengan semua ini, Negara biasanya dihadapkan pada kemungkinan bentuk dan
metode untuk memerangi apa yang disebut kejahatan transnasional. Contoh-contoh spesifik
dari pengalaman sukses negara-negara maju, seperti Amerika Serikat, Kanada dan negara-
negara Eropa Barat, dianalisis. Definisi penulis tentang istilah "kejahatan transnasional”,
"metode pemberantasan kejahatan transnasional" dan "bentuk pemberantasan kejahatan
transnasional" diberikan. Disebutkan bahwa masalah keberadaan dan perluasan kejahatan
transnasional berupa kegiatan ilegal bayangan organisasi kriminal merupakan salah satu
ancaman terbesar di zaman kita. Disebutkan bahwa sehubungan dengan dilakukannya
perbuatan melawan hukum yang dilakukan oleh anggota organisasi kriminal lintas negara
dari berbagai orientasi, maka pengertian esensi dan isi dari fenomena bahaya sosial ini
bukanlah hal yang sepele. Ditekankan bahwa komunitas ilmiah modern mencerminkan
keinginan untuk secara jelas menetapkan dan menentukan metode terkini untuk memerangi
kejahatan transnasional dan untuk menerapkan klasifikasi yang sesuai. Perlu dicatat bahwa
baik sarjana dalam dan luar negeri di bidang hukum mengklasifikasikan metode memerangi
kejahatan transnasional menurut seperangkat kriteria dan faktor yang berbeda. Para ahli
juga menekankan pentingnya mengintensifkan kerja sama internasional yang efektif di
bidang ini.

Kata kunci: Bentuk; Metode; Kejahatan Lintas Negara; Kerjasama internasional; Organisasi
Kriminal

OueHka CoBpeMeHHbIX Mpo6nem MpoTtuBoaencTeusa TpaHCHaLUOHaNbLHOM
MpectynHocTtn

AHHaTauus
MpecTynneHnst Bcerga cuMTaloTCs HewsbexHbIMM B KaxaoMm oOLiecTBe, AeiCTBYHOLEM B
pamKkax OpraH13oBaHHOM cUCTEMbI AeCTBUIA. VIHOTAA 3TO NpecTynneHue JOMKHO nepecekatb
rpaHuLbl, NPEACTABNSAS OrPOMHYI0 YTpO3y CYBEPEHUTETY W LIEMOCTHOCTM CTPaHbl. Mpu Hanuummn
BCEro 3TOr0 rocyaapcTea 0ObIYHO CTankuBalTCs C NPobneMol YCTaHOBMEHUS BO3MOXHbIX
opM 1 MeTogoB Gopbbbl C Tak Ha3blBaEMbIMU TpaHCHALMOHANBHBIMWA NPECTYNNEHNSMM.
AHanuaupyloTCcsl KOHKPETHbIE NPUMEPBI YCMELHOTO OMbiTa Pa3BUTLIX CTpaH, Takux kak CLLA,
KaHaga u crpaHbl 3amagHoi EBponbl. [laHbl aBTOpckue OnpefeneHus TepMUHOB
«TpaHCHaUMOHanbHasi — MpecTynHocTby,  «metof  6opbbbl € TpaHCHALMOHANbHOM
MpecTynHocTeloy M «copma  Bopbbbl € TpaHCHALMOHANBLHOW  MPECTYMHOCTHION.
KoHcTatupyetcs, yto npobnema CyLieCTBOBaHMSI 1 PacnpoCTpaHeHUs! TpaHCHALMOHANbHOM
MPecTynHOCTW B BMLe TEHEBOW MPOTMBOMPABHONA AESTENbHOCTM MPECTYMHbIX OpraHM3auui
SIBNSIETCA OOHOM W3 CaMblX CEPbE3HbIX YrPO3 COBPEMEHHOCTM. B CBA3W C COBeplueHueM
MPOTUBOMPABHbIX AENCTBUIA YNEHaMW  TPaHCHALMOHANbHBLIX  MPECTYMHbIX — OpraHM3aLui
Pa3NUYHON HanpaBIEHHOCTW OMpeAENieHNe CYLIHOCTM M COLEPXaHUsi 3TOr0 OBLLECTBEHHO
OMacHOro BNEHUS SBNSIETCS HETPUBUANbLHBLIM BONPOCOM. [loauepKuBaeTCs, YTo COBPEMEHHOE
Hay4Hoe COODLIECTBO OTPaXaeT CTPEMIEHUE YETKO YCTAHOBWUTb W  KOHKPETU3MpOBaTh
cywecTeyowe metogbl 6opbbbl C TPaHCHALMOHAMLHOA MPECTYMHOCTBIO W BHEAPUTb WX
COOTBETCTBYIOLLYI0  Kknaccudmkaumo. OTMeYaeTcs, 4TO Kak OTEYEeCTBEHHble, Tak W
3apybexHble yyeHble B obmactu npaBa  kmaccupuumpylor  MeTogbl  6opbbbl €
TPaHCHaLMOHANbHOW NPECTYMHOCTBLH MO HABOPY Pa3nuuHbIX KpUTEPUEB W (DAKTOPOB. YueHble
Takke  MOOYEPKMBAKOT — BAXHOCTb  aKTUBM3AUMW  3(D(EKTMBHOTO  MEXOYHAPOAHOTO
COTPyAHWYECTBA B 3TO 0bBracTw.
KnioueBble cnoBa: ¢opma, MeTod, TpaHCHaLMOHambHasi MPECTYMHOCTb, MeXayHapoaHoe
COTPYAHMYECTBO, NPECTYNHAs OpraH13aLms.
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A.INTRODUCTION

The first attempts to counter such a socially dangerous phenomenon as
transnational crime appeared almost simultaneously with the emergence of
transnational crime itself. It is logical that over time, these methods gradually
improved, becoming more complex. Of course, the improvements in the
countering transnational crime methods took place rather in a forced manner.
This was due to the constant progress of criminals and criminal organizations in
the ways and methods of committing their illegal acts.

Transnational crime became more and more complicated from year to
year and took place under cover of more secret criminal acts. That is why, in
order to detect and investigate such complex crimes, investigators, as well as all
other entities involved in the investigation of crimes and countering
transnational crime, need to constantly improve the forms and methods of law
enforcement.

Transnational organized crime and corruption are among the main
threats to state security. It is no secret that foreign secret services are actively
using this direction to destabilize the situation in Ukraine. They even try to
infiltrate the authorities and take control of certain sectors of the economy and
public administration. According to the Security Service of Ukraine, in 2020
more than 500 corrupt practices were blocked, which made it possible to
prevent billions in losses for the state. In addition, the Security Service
conducted special operations to counter international smugglers. For example, a
record consignment of tobacco products worth 120 million hryvnias was seized.
Also, blocking the activities of a powerful transnational drug group
"Khimprom" is among the achievements (Countering transnational organized
crime, 2021).

As we can see, in today's conditions the problem of counterting
transnational organized crime is extremely relevant both by the scientists,
public and by law enforcement agencies. This is due to the fact that it is one of
the most dangerous forms of organized crime, which controls a significant part
of capital, illegal activities related to legalization (laundering) of proceeds from
crime, tax evasion, smuggling, etc.

The issues of the article is extremely serious and relevant not only for the
domestic society, but also for most countries. In particular, this applies to the
most powerful and developed states of our day.

Given the above, the purpose of this article is to identify, analyze and
classify modern forms and methods of countering transnational crime.
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Moreover, this refers to the current state of affairs in this area both in Ukraine
and in other countries.

B. METHODS

Research methods were selected taking into account the specifics of the
subject of scientific research. In the article, the authors used the dialectical
method of cognition of reality, general scientific and special research methods.
Using the dialectical method, methodological and general theoretical
approaches to defining the concepts of "transnational crime", "method of
combating transnational crime" and "form of combating transnational crime"
are determined, as well as conclusions and proposals on the topic of the article
are formulated. Methods of formal logic are used to study scientific sources on
issues included in the subject of research, regulatory legal acts. The systemic-
structural method made it possible to determine a system of promising forms
and methods of countering transnational crime. Using the comparative legal
method, the author analyzes the provisions of international and national
legislation regulating the issues of combating transnational crime. Also, using
the comparative legal method, specific examples of the successful experience of
the developed countries of the world, such as the USA, Canada and Western
European states, have been analyzed. The situation here is that with all these
analyses experienced in the various countries under examination, the notion of
transnational crimes has not been able in combatting at all it levels, these
countries continue to face difficulties when it comes to such crime despite all its
efforts in combatting them. But from the above analysis, it is fundamental for us
in establishing truly whether the concept of transnational crimes constitutes a
threat to States security.

C.RESULTS AND DISCUSSION

Starting our study, we will quote Kofi Annan, UN Secretary-General,
who stressed in his speech (United Nations Convention Against Transnational
Organized Crime and the Protocols Thereto, 2004):

«If crime crosses borders, so must law enforcement. If the rule of law is
undermined not only in one country, but in many, then those who defend it
cannot limit themselves to purely national means. If the enemies of progress and
human rights seek to exploit the openness and opportunities of globalization for
their purposes, then we must exploit those very same factors to defend human
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rights and defeat the forces of crime, corruption and trafficking in human
beings».

The problem of countering transnational crime is one of the most relevant
and, accordingly, quite important and difficult for humanity and the states of
the world community. Transnational crime threatens the very existence of the
international community itself, as organized and purposeful criminal groups
now exist in the structure of human society. They hinder the implementation
not only of legal, but also of interstate socio-economic policy in general.
Organized interstate criminal groups commit the most dangerous illegal
actions, including violent ones, encroach on the rights and freedoms of citizens,
undermine the economy and law and order in the countries of the world and in
the bodies of state power in various countries, in the activities of the UN, its
formations, and other international organizations. Today, this circumstance is of
paramount importance for the world community in countering transnational
crime in the interests of international security and is even related to the problem
of human survival (Bilenchuk et al, 2011, p. 12). It is in our country that
corruption and politics, crime and economics, national interests have created a
global model of transnational crime, understanding the origins and state of
which should be considered a current problem of both national and world
criminology. In Ukraine, transnational crime, perhaps for the first time in world
practice, has proven its ability not only to pose a threat to national security, but
to implement this threat in practice: to change borders, occupy large areas by
military force, claim political leadership and demand recognition as full-fledged
subjects of international law (Zharovska, 2014, p. 33).

Numerous practices of countering transnational crime convincingly
prove that criminals involved in this area are not limited to one type of crime,
but specialize in many at once. Thus, money from cybercrime, counterfeiting,
trafficking in stolen art finance terrorist activities, human trafficking, etc.
(Tatsiienko, 2018, p. 244).

Researching and analyzing modern forms and methods of countering
transnational crime, which are currently taking place both in Ukraine and in the
world as a whole, it is worth paying attention to where and how they were
formed. In particular, the development of processes related to the countering
transnational crime has been closely linked to the development of transnational
crime itself. At the same time, it is impossible to ignore such an important
element of countering this crime as the level of ability of state and public
institutions in a particular state to effectively counter criminal acts (Smeulers &
Grunfeld, 2011). Thus, forming from the common opinions of different scholars
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a brief description of their views on this issue, we can say that there is a proven
direct link between the efficiency and transparency of government agencies and
institutions and the level of crime in a particular state.

To confirm these theses, the United States of America and some Western
European countries, which have long demonstrated a fairly high efficiency of
their activities, could be taken as an example. In particular, despite the fact that
the existence and some aspects of the criminal activities of the Italian mafia
("Cosa Nostra") in the United States are well known throughout the world due
to the cultural phenomenon of this phenomenon, which consisted in the
dedication of many literary works and films to the mafia, in fact the so-called
“power” of organized crime in the United States has never been significant, and
its “peak” did not last long.

Due to the development of state institutions and public relations in this
country, the dominance of organized crime in some new areas of business has
been effectively eliminated. That is, American researchers note that every
activity of criminal organizations in the United States, associated with the
receipt of illicit profits from crimes or fraud in a particular economic sphere,
was inevitably exposed and effectively eliminated (Cassese, 2002). In particular,
both the construction business of the mafia in major cities in the North-East of
the country and the gambling business in the West suffered the same fate. A
concrete example of the direct link between the development of social and legal
institutions of the state and the development of organized crime is the history
of the development of gambling in Las Vegas in the middle and second half of
XX century.

At first, taking advantage of the fact that the above-mentioned city at first
was only small and, as it seemed then, unpromising, and therefore did not have
a sufficient level of protection and control from the state and its organs,
representatives of organized crime began to build gambling establishments
there. The construction was carried out with money previously received by
various criminal means. And during the first 15-20 years, this mafia business
really experienced its heyday. However, subsequently, in connection with the
obtaining of the city of Las Vegas the status of the world famous center of the
gaming and entertainment industry, as well as in connection with the increase
in the financial importance of this city, government agencies and institutions
were developed there.

Since the attention of the world was upon Las Vegas, its operation has
been closely monitored by United States law enforcement. The result of their
work was the exposure of criminal schemes and machinations related to the
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activities of the gambling business and related institutions and their further
liquidation or reorganization in a lawful manner.

Beginning in the 60s of the XX century, active counteraction to crime in
the gambling business actively continued for about one decade and already in
the early 80s, there were almost no hotels or casinos associated with organized
crime in Las Vegas (Smeulers, 2019).

In accordance with Part 2 of Art. 3 of the UN Convention against
Transnational Organized Crime of 15.11.2000 (ratified by Ukraine on
04.02.2004), an offence is transnational in nature if:

1) Itis committed in more than one State;

2) It is committed in one State but a substantial part of its preparation,
planning, direction or control takes place in another State;

3) It is committed in one State but involves an organized criminal group
that engages in criminal activities in more than one State;

4) Itis committed in one State but has substantial effects in another State.

This Convention contains an approximate list of crimes that fall under
this definition, namely:

1) Participation in an organized criminal group (Article 5 of the
Convention);

2) Money laundering (Article 6 of the Convention);
3) Corruption (Article 8 of the Convention);
4) Obstruction of justice (Article 23 of the Convention).

Thus, as V. I. Shkurko (2019, p. 105) noted, the list of these illegal acts is
not exhaustive, because the development and complication of social relations
leads both to the complication and diversification of forms and methods of
committing offenses, and to the emergence of new types.

In this regard, we support the opinion that the call of all nations of the
world to substantially update the United Nations Convention against
Transnational Economic Crime of 15 November 2000 to include crimes that are
now recognized by the international community as transnational economic
crimes is relevant nowadays. These are primarily crimes such as smuggling and
cyberterrorism. Ideally, the goal should be to create an appropriate
international legal act that covers all areas of the fight against transnational
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economic crime. Also, such a single legal act should be adopted at the level of
the EU and other intergovernmental associations (Tatsiienko, 2018, p. 247).

This is very important for every democratic state governed by the rule of
law. This is primarily due to the fact that the key to effective combating
organized crime and other phenomena that accompany it and contribute to its
development is the existence of stable and systemic legislation that should
correspond to modern socio-political and socio-economic realities, as well as
international practices in sphere of counteraction to transnational organized
crime (Bakhurynska, 2020, p. 305).

In our opinion, the problem of countering transnational crime in Ukraine
is not the lack of sufficient law enforcement agencies to combat it, or insufficient
public attention to this problem. In fact, the problem is the weakness and
inability of domestic state institutions to effectively address the current
challenges and threats posed by transnational crime. Among other things, using
recent research by Western authors, we can emphasize the growing role of the
high-tech sector in the activities of transnational criminal groups.

The presence of modern means of conducting cyber operations of various
directions in law enforcement agencies and divisions of Ukraine would make it
possible to effectively counteract the commission of crimes by representatives of
international organized crime syndicates, most of which are committed through
the Internet, as well as computer, digital and information tools. In order to
achieve a more significant process in the development of these high
technologies, the domestic government, as well as local communities, need to
work fruitfully with foreign governmental and private organizations. In
particular, it is useful to attract on a temporary basis a number of experienced
and highly qualified foreign specialists.

The closest and most productive cooperation should be organized with
the representatives of developed and democratic countries of Western Europe
and North America. Indeed, according to analyzes and research conducted in
recent years, these states have the highest level of effectiveness in countering
transnational criminal organizations of different directions. Their effectiveness,
as practice shows, is achieved through the integrated use of modern
technological devices, the most appropriate and effective methods of
operational activities, clear and unambiguous legal regulation of such activities.
Indeed, it is an indisputable fact that the example of a number of Western
countries confirms that it is appropriate and rational to ensure the functioning
of law enforcement agencies that counter the manifestations of transnational
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crime in the regulations of the state is an extremely useful element (Rabasa et
al,, 2017). Therefore, international cooperation is very important.

The specificity of international cooperation and law enforcement in
countering organized crime is that it is carried out in two closely interrelated
areas - countering organized crime and countering corruption. This, in turn,
leads to the expansion of the scope of partnerships and broader compared to
other areas of law enforcement interaction with international political
organizations, focused on supporting the system of good governance and virtue
(Rudoi, 2015, p. 143).

Nowadays, the primary problem of legal regulation of law enforcement
agencies that are at the forefront of countering transnational crime is to
determine the jurisdiction of each of these agencies. Namely, it is emphasized
that each of the law enforcement agencies must have its own clear jurisdiction
for specific types of crimes, or for specific protected areas of public life, which
the law enforcement agency must protect against unlawful encroachments.

It is worth noting that issues related to jurisdiction appeared in the
domestic, socio-political space especially acutely after the events of the
Revolution of Dignity. Since then, several new and independent law
enforcement agencies have appeared in Ukraine, such as the National Anti-
Corruption Bureau of Ukraine, the State Bureau of Investigation, and the
Specialized Anti-Corruption Prosecutor's Office. Moreover, large-scale reforms
of the departments already existing at that time were carried out. First of all, we
are talking about the reform in the system of the Ministry of Internal Affairs,
one of the key elements of which was the transformation of the militia into the
police in 2015, the removal of the Minister of Internal Affairs from the functions
of the operational leadership of the National Police, etc.

Most jurists and experts in the field of countering transnational crime
agree that the definition of a clear and unambiguous jurisdiction of each of the
currently existing law enforcement agencies is an extremely important task of
the state and political leadership of the country and it should be resolved as
soon as possible. Otherwise, given the rapid progress of transnational criminal
organizations, it will be more difficult to counter them.

In the United States, the problem of introducing and supporting the
active fight against transnational crime has even forced the US government to
create and publish the "Strategy to Combat Transnational Crime" (On July 25,
2011). Some of the best specialists in the field of countering international crime
have worked on the creation of this strategy. For example, there are people
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among them who for years have played a leading role in overcoming
transnational criminal schemes of various orientations in the most dangerous
parts of the world. Despite the fact that this Strategy is regularly updated,
optimized and supplemented, several key elements remain unchanged. These
elements are the specific forms and methods of countering transnational crime
in the current context.

So, if we consider them, we can say that all these methods can be placed
in several groups on the basis of their orientation. The first group of methods is
actually the classic elements of law enforcement, namely the investigation of
crimes, detection and neutralization of existing criminal schemes, witness
protection and support for public prosecution of persons who committed
crimes in transnational criminal organizations, or assisted in such commission.

The second group of forms and methods of counteraction is to ensure
active and fruitful interaction with key US allies and partners in a given region.
In particular, the US government plays an active role in helping allies to
eliminate corruption in their own countries, providing partners with logistical,
financial and other useful assistance.

The third group of methods is combined with a common emphasis on the
so-called "economic" factors of transnational crime. That is, these methods
include neutralizing the elements through which transnational criminal
organizations can consolidate and develop in a given society. Such factors
include corruption, bribery, fraud, bribery of government officials and
politicians, systematic tax evasion schemes, opening secret bank accounts as
sources for financing further criminal activity, money laundering, etc.

Western analysts argue that the delivery of accented "blows" precisely to
the economic side of the activities of a particular transnational criminal
organization is one of the most effective methods of its destruction. But either
way, in one way or another, money and financial position are often both the
main stimulus for the activities of criminal organizations and a key factor in
their stability and ability to continue functioning.

The seizure of bank accounts of individuals and legal entities associated
with the activities of international criminal organizations, the confiscation of
criminally obtained money in favor of the state or victims, the imposition of
targeted sanctions on criminals and their accomplices make a key contribution
to combating crime. Namely, they significantly reduce the desire of criminals to
participate in further crimes.
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The fourth group of methods is that the law enforcement agencies of the
state should concentrate their leading efforts on those transnational criminal
groups that pose the greatest danger to the state and society at the moment.

American experts explain this strategy by the fact that it allows to
successfully solve several tasks that are constantly faced by law enforcement.
First, by neutralizing the most dangerous criminal organization at the moment,
law enforcement officers thereby eliminate significant potential threats from its
future activities. Second, the successful neutralization of a serious and large
transnational criminal organization will send a kind of signal to smaller ones
that their activities are dangerous to themselves and they are likely take full
criminal and civil responsibility for their criminal actions.

The fifth group of methods aims to significantly improve the interaction
between all actors in countering transnational crime, both in the country and
abroad. In form, this group of methods is similar to the second group of
methods already considered in this article, which is used by the United States
government.

However, there is a significant difference between them in terms of the
object to which the effort is directed. Thus, the methods of the second group
were to modernize relations with partner countries, create new allies in
different regions of the world, to help them, that is, to work mostly with the
governments of these countries. And the main task of the fifth group of
methods is to find, invent and develop areas of fruitful interaction with
members of the public (public associations and organizations that share
common with Western society moral and political values), private entities and
other actors.

Years of practical use of this group of methods confirm that indeed in
some states fruitful cooperation with various elements of society brings more
efficiency and effectiveness than formal relations with the governments of these
states. Therefore, considering the main components of the above American
strategy to counter transnational crime, we note that it, along with all its
elements, is extremely relevant and effective. We believe that its
implementation as a strategy of domestic law enforcement agencies will be
useful and effective.

In the context of the above, we cite the opinion of N. Miniailo (2016, p.
124) that improving the national framework for combating organized crime, our
state should proceed from the depth of the essence, the diversity of
manifestations of organized crime, and not just from understanding it as a
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quantitative expression of crimes committed in connection with creation and
activity of organized criminal groups.

D. CONCLUSIONS

Having summarized all the theses, statements and scientific views of
various experts presented in this article, we can state that countering
transnational crime is really one of the most important components of
sustainable development and well-being of society and the state as a whole.

In order to successfully overcome such a socially dangerous problem as
transnational crime, an effective strategy for overcoming it must be created and
implemented. It is extremely important that each of the elements of the
developed and implemented strategy is really actively applied in practice. It is
known that the arbitrary attitude of civil servants and politicians to the legal
norms and official state documents adopted by them, combined with the
unscrupulous performance of their professional functions is the main problem
that hindered the effective development of the state and society, including the
countering transnational crime.

The attention of domestic officials, researchers and other representatives
of society should be focused on the fact that a significant reduction in
transnational crime is impossible without active and fruitful cooperation with
other states. This is especially true for democratic and developed states with a
real rule of law, which are leaders and leading actors not only in their regions,
but throughout the world.

It is recommended to adapt to national legal and law enforcement
realities the main provisions of the Strategy to Combat Transnational Organized
Crime, adopted by the United States National Security Council, which provides
for the use of modern and effective forms and methods of countering
transnational crime which, when applied in a complex manner, are a powerful
tool for neutralizing international criminal organizations and their schemes.
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