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
Abstract—The increasing use of information technology in the

banking industry has made it more difficult to manage risks in the
digital projects of state-owned banks. This study aims to examine
the risk management processes of a state-owned mortgage bank in
Indonesia and how it manages the information technology risks in
the digital banking project lifecycle. This qualitative research is
based on content analysis of forty-three risk assessment
documents, with thematic coding using ATLAS.ti. This research
was further enriched through expert interviews and a quantitative
survey conducted among 38 project stakeholders. Risks are
defined in a hierarchical classification and mapped to project
phases using the PMBOK. Identifying operational, compliance,
and third-party risks is most pertinent in the execution and
post-implementation phases. Additionally, there are pressing
concerns, such as the potential for cyber threats, non-compliance
with applicable laws and regulatory frameworks, integration
issues, over-reliance on service vendors, and systemic dependence
on external vendors. In this case, the study integrates PMBOK,
ISO 31000:2018, and the insights of seasoned practitioners to
create a singular holistic mitigation strategy. It comprises a risk
prioritization matrix, phased actionable treatment plans for each
defined stage, and robust governance and responsiveness
enhancement mechanisms for high-risk reactive IT environments.
The guidance is triangulated with sector-specific intelligence,
thereby underscoring proactive risk governance through
communication, vendor due diligence, dynamic control, and
real-time accountability across boundaries scaffolding. Further
single-initiative case studies, multi-institutional case studies,
evolving longitudinal risk studies, and the application of AI and
blockchain for predictive and autonomous risk steering in digital
finance could enhance and refine this work.

Index Terms—IT project risks, digital banking, risk management,
PMBOK, ISO 31000, Indonesia state-owned banks.
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I. INTRODUCTION
he rapid advancement of digital technologies has
significantly transformed the banking industry,
necessitating the adoption of digital platforms to enhance

customer experience, streamline operations, and maintain
competitiveness [1], [2]. State-owned banks are undergoing
extensive digital transformation, integrating artificial
intelligence (AI), blockchain, and data analytics into their
operations to improve service delivery and operational
efficiency [3], [4]. Despite technological advancements,
organizations must systematically assess and manage
substantial IT risks in digital banking projects to ensure
successful implementation [5], [6]. Previous studies highlight
that information technology (IT) project risks in digital banking
stem from various sources, including cybersecurity threats,
third-party dependencies, regulatory compliance challenges,
and operational inefficiencies [7], [8]. However, PMBOK
frameworks offer structured methodologies for project risk
management; understanding how to distribute these risks across
different project phases and categorize them effectively to
enhance risk mitigation strategies remains limited [9].

This research examines the IT risk management practices in
digital banking projects through a case study of an Indonesian
state-owned bank specializing in mortgage and housing loans.
This study identifies the critical risk factors affecting the bank’s
digital transformation efforts based on an in-depth interview
with an IT Project Manager with nine years of experience. This
study uses a qualitative approach to assess risk categorization,
severity levels, and emerging themes influencing risk
management practices in different project phases.

The research aims to address the following key questions:
1) What are the primary risks associated with IT projects in

digital banking platforms across different project phases?
2) How are these risks categorized and prioritized based on

severity levels in digital banking projects?
3) What key themes and recurring risk patterns emerge from

the analysis, and how can they inform better risk
management practices?
This study systematically analyzes IT risks in digital

banking projects and contributes to the ongoing discourse on IT
governance and risk mitigation in financial institutions. The
findings provide insights into risk category gaps and highlight
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the necessity of integrated risk management approaches,
offering practical recommendations for state-owned banks
navigating digital transformation challenges.

II. LITERATURE REVIEW

A. Understanding IT Project Risks
Risks in project management are uncertain events or

conditions that can positively or negatively impact project
objectives [10]. Risk management in IT projects, particularly in
the banking sector—a domain massively dependent on
technology—is critical due to unique challenges accruing from
both digital transformation and emerging technologies. Banks’
IT risks originate from various sources, including system
integration problems, software malfunctioning, vulnerabilities
in cybersecurity, failure to comply with regulations, and
resource constraints [7], [11]. IT system disturbances may
immensely impact customers’ service and operational
effectiveness, even affecting financial and reputation losses
[12].

An important feature of IT project risks in digital banking is
the emphasis on data security and privacy. As client
engagement via digital channels escalates, banks must protect
sensitive information from breaches and comply with stringent
data protection requirements [13]. The dynamic landscape of
digital banking presents several operational risks, which
demand constant system upgrades and impose a great deal of
pressure on sources, primarily in low-information settings [12],
[14]. To effectively manage such risks, financial organizations
must have robust risk management frameworks, like the
PMBOK framework, to systematically identify, evaluate, and
mitigate probable threats to implement projects successfully
and securely [15].

B. Digital Transformation in the Banking Industry
The banking industry has been at the forefront of this digital

transformation in response to changed customer preferences,
increased competition from financial technology companies,
and new regulatory requirements [16]. The prevalence of the
Internet and digital technologies has forced companies,
including banks, to move more quickly in digitization by
creating business models like digital banking [2].

Digital transformation in the banking sector has caused
many changes, such as creating digital channels, incorporating
data analytics, and adopting leading-edge technologies,
including artificial intelligence and blockchain. These changes
have significantly impacted the way banks operate, with digital
channels becoming the primary means of customer engagement
and the use of data analytics and emerging technologies
enabling banks to enhance their decision-making capabilities
and improve their overall performance. Several studies have
found that banks improve operational efficiency, decrease costs,
and increase customer satisfaction by adopting digital
transformation strategies [2], [8], [16], [17].

C. PMBOK Framework for Risk Management
Project management body of knowledge framework

underlined in PMI-Process Groups: A Practice Guide [9] and
PMBOK® Guide Seventh Edition [18] provides a structured
way to deal with project-related risks, which are of utmost
importance in complex information technology projects in
industries such as banking. This framework strongly
emphasizes the availability of structured processes and guiding
principles organizations should adopt to identify, assess, and
mitigate risks systematically. Eventually, it helps project teams
anticipate challenges and develop efficient mitigation strategies
accordingly.

Fig. 1. Project management process groups [9].

The PMBOK framework categorizes project management
functions into five process groups: initiating, planning,
executing, monitoring and controlling, and closing, as shown in
Fig. 1. Each of these categories includes activities on risk
management, thereby jeopardizing that risks are dealt with
proactively in the whole lifecycle of the project. The PMBOK
Seventh Edition also brings important principles for managing
project risks by highlighting flexibility, adaptability, and a
value-driven methodology. These principles focus on
initiative-taking risk management and the ability to adapt to
changing project environments—a particularly good thing in IT
projects where the environment of digital banking is hazardous
and constantly changing. By working with the process groups
and principles of the PMBOK, banks can decidedly increase
their ability to manage the different risks associated with digital
transformation, ensuring effective and secure project delivery.
Additionally, the PMBOK framework may help to disseminate
knowledge and continuously improve risk management
methodologies within the organization so that banks can
proactively deal with emerging risks and maintain resilient
digital infrastructure.

D. Risk Categories Specific to the Banking Industry
Bank Indonesia’s Regulation No. 11/25/PBI/2009 outlines

eight key risk categories that banks must manage: credit risk,
market risk, operational risk, liquidity risk, strategic risk,
compliance risk, reputation risk, and legal risk [19]. As shown
in Fig. 2, each risk category must take on unique dimensions in
the digital banking landscape. Credit risk arises from defaults
by debtors, and the faster processes followed for credit
approvals in digital lending further amplify this risk. Financial
institutions necessitate strong data analytical capabilities and
secure infrastructures to evaluate and alleviate this risk
efficiently [20]. In like manner, online trading and investment
sites magnify exposure to market risk, and consequently, they
require the inclusion and monitoring of real-time data to control
financial volatility effectively [21]. Therefore, operational risk
brings many consequences to digital banking since failure in
the system, data breaches, and cyberattacks can paralyze
services and shake trust. Constructing adequate cybersecurity
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and resilient infrastructure is therefore important [22]. Another
aspect is liquidity risk, which is becoming more relevant due to
high volumes of transactions or fluctuations in digital assets,
and thus, it requires adequate management of cash flow to
execute operations smoothly [23].

Fig. 2. Banking risk categories in Indonesia.

Digital transformation also brings strategic, compliance,
and reputation risks [24]. Non-aligned strategies, unmet
customer expectations, or poor compliance with regulations in
Anti-Money Laundering (AML) and Know Your Customer
(KYC) may translate into operational inefficiencies, penalties,
and a damaged confidence base. Social media amplifies
reputation risk, calling for initiative-taking customer
communication [25]. Lastly, legal risks call for serious
reflection on intellectual property, contracts, and data
protection throughout the project to avoid litigation or penalties
[26].
The literature review highlights several critical aspects of IT

risk management in digital banking. First, IT project risks in
financial institutions originate from various sources, including
cybersecurity vulnerabilities, regulatory compliance challenges,
operational inefficiencies, and third-party dependencies
inefficiencies [7], [8]. The complexity of digital transformation
exacerbates these risks, requiring banks to adopt structured risk
management frameworks such as PMBOK to systematically
identify, assess, and mitigate potential threats [9]. Despite the
availability of established frameworks, previous studies
suggest a lack of comprehensive risk categorization tailored to
digital banking projects, particularly in the context of
Indonesian state-owned banks. While general banking risk
categories exist [19], their application to IT project risks
remains underexplored. Furthermore, existing literature
primarily focuses on theoretical risk management strategies
without adequately addressing how risks manifest across
different project phases or how their severity levels influence
project success [22], [27].

E. Risk Assessment Framework with ISO 31000:2018
ISO 31000:2018 is a globally accepted standard that offers

comprehensive guidelines on the principles, framework, and
risk management processes to assist organizations with the
systematic and sustainable identification, assessment, and
mitigation of risks [28]. This framework describes risk
management as a coordinated process of directing and
controlling organizational activities dealing with uncertainties.

Fig. 3. ISO 31000 risk management process [28].

The standard highlights the importance of embedding risk
management in organizational policies and frameworks to
facilitate initiative-taking decision-making, governance, and
strategic planning while enabling institutions to efficiently
manage asset protection, compliance, and stakeholder trust.
Regarding digital banking projects, particularly those featuring
technological innovations like blockchain or third-party
integrations, ISO 31000:2018 provides a foundation for
developing agile, multi-faceted, and regulation-compliant risk
mitigation strategies. As shown in Fig. 3, The following quoted
risk management aspect communicates and consults with
stakeholders, scopes the context of an organization’s criteria,
and determines its value, assesses risks, treats risks, monitors,
and reviews separately. These steps form a cohesive whole to
monitor record communication, reporting, and review.
Strategic evaluation of the legal domain concerning
reputational risk determinants segments each examined domain
based on risk and impact levels. Many organizations employ
five-level risk matrices to represent the edge maps, prioritize
from the highest hierarchy downwards, and classify unbearable
and critical risks in the pre-defined exclusion zones, as shown
in Fig. 4.
Following this, in the risk treatment stage, appropriate

methods are selected, bearing in mind the type and extent of the
risks. These strategies may comprise avoiding risks, reducing
risks, sharing risks, or retaining risks, bearing in mind the
organization’s risk appetite and operational priorities.
Pertaining effectiveness requires ongoing assessment and
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review of mitigation strategies for their effectiveness
considering market changes, new regulations, or technological
advances. The final stages pertain to filing and disclosing
documents relevant to risk activities, which, within the context,
portray the level of organizational and managerial
responsibility within the entity concerned. ISO 31000:2018
provides a flexible, comprehensive model for managing tactical
and operational risks in digital banking, particularly concerning
vendors and their interconnections with blockchain technology
and other complex systems.

Fig. 4. Risk assessment matrix 5 level.

F. Previous Research
The topic of risk management in Information Technology

(IT) projects, particularly in the context of electronic banking,
has garnered considerable attention in academic circles. A
research project focusing on a specific aspect of risk
management reveals that success is dependent on a minimum of
two conditions: risk detection and the formulation of a response
strategy. However, evaluation methods that are too thorough
may diminish product performance [27] . This is corroborated
by a case study from Vietnam on core banking projects, which
identified software implementation function gaps, evolving
requirement fulfillment, and real-time execution constraints as
major risk factors—all indicative of a significant gap between a
system’s developmental competencies and the dynamic
operational workflows [29].

Risk Management 4.0 emphasizes the importance of data
governance in mitigating risk in today's world. An example of
such a framework is Big Data Analytics (BDA), which enables
real-time monitoring and predictive simulations, as well as
integrated risk reporting dashboards that dynamically transform
static, compliance-driven processes into automated,
compliance-driven processes [30]. Nevertheless, the
implementation of such tools in developing nations, such as
Indonesia, remains extremely limited. Nicoletti further
develops the discussion by noting that risk exposure should be
managed through key performance indicators, such as SLA
adherence, time-to-market for services, and fraud detection,
within risk-aligned business metrics and digital transformation
maturity [31]. Evidence continues to show that, in Indonesia,
mostly public financial institutions still regard risk and
performance as two self-contained domains, lacking the
necessary feedback integration that characterizes digital
maturity. The increasing use of artificial intelligence and
blockchain technology further modifies the risk landscape. AI
is effectively utilized in fraud detection, credit risk assessment,
and anomaly-based threat mitigation using ensemble learning

and behavior-based analytics [32]. At the same time,
Blockchain offers secure and unchangeable records of
transactions, which promotes transparency while mitigating the
exposure to risks of third parties [33]. However, as this research
indicates, the adoption of these technologies in the Indonesian
banking industry is highly fragmented due to regulatory gray
areas and the presence of legacy systems.

The rapid expansion of FinTech introduces ecosystems and
strategic risks. Failure by traditional banks to update their
governance frameworks puts them at risk of exposure to new
vulnerabilities from ecosystem integration, technology aging,
and misaligned regulations [34]. In addition, human-centric
risks such as social engineering present a relentless threat to
systems’ integrity, especially where awareness training and
behavioral controls are lacking [35]. This is particularly
concerning, as many banks are digitizing their services at the
front lines while continuing to neglect investments in shifting
their internal culture. As demonstrated in the case of Santander
Bank, which integrated operational risk management (ORM)
with long-term diversification strategies while maintaining
operational risks at under 1% of total capital, ORM can be
successfully implemented in conjunction with capital allocation
strategies to bolster long-term organizational resilience [29],
[36] . In contrast, the Indonesian example demonstrates that
advocating a digitized ORM framework without
infrastructure-led risk diversification reveals a reactive,
short-term approach that lacks alignment with long-term
strategic growth objectives.

III. RESEARCHMETHOD

In this study, the specific mixed method research design
helps analyze the risk management practices in IT projects for
digital banking, explicitly utilizing the PMBOK® Guide as its
basis. The methodology focuses on document analysis to
provide a comprehensive understanding of risk patterns,
priorities, and mitigation strategies of risks across digital
banking projects. The methodology adopts a structured,
step-by-step approach, as shown in Fig. 5, which presents the
framework and methods employed to conduct mixed method
study, with qualitative thematic analysis as the main approach,
also quantitative and expert validation as embedded supporting
components.

This research initiated the data collection process by
selecting and reviewing documentary sources from forty-three
risk assessment documents on digital banking projects
conducted by one of the state-owned banks in Indonesia. The
research selects these documents according to established
parameters, ensuring they are for projects started in 2023 and
conform to the risk group requirements per Bank Indonesia’s
PBI No.11/25/PBI/2009. Each document includes
comprehensive details on risk management plans that explain
the various risks expected during the projects. These documents
are instrumental in assessing the risks involved in the separate
phases of the project lifecycle, which are the PMBOK process
groups: Initiating, planning, executing, monitoring, controlling,
and closing.
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Fig. 5. Mixed method approach methodology.

This research performs the thematic coding of the data
within ATLAS.ti software, following the risk management
principles recommended by the PMBOK®Guide. The research
is concerned with three aspects besides other risks:
 Phases and PMBOK Process Groups encompass pre-project
(risks identified during initiation and planning phases),
on-project (risks encountered during execution and
monitoring phases), and post-project risks (risks arising after
implementation, primarily related to maintenance,
compliance, and user acceptance).

 The study scope looks at risks that occur frequently from the
perspective of the Identify and Monitor Risks processes
PMBOK.

 This research ranks risks by severity using the approach
detailed in the Perform Qualitative Risk Analysis Process.
This research utilized ATLAS.ti software for thematic

analysis of narratives and applied PMBOK tools to categorize
and prioritize risks. This research also infused some PMBOK
principles—facilitating value delivery, engaging stakeholders,
and ensuring adaptability—into the risk management
observations. Some ethical issues accompany this research. In
all circumstances where risk assessments are needed, the
organization’s identity will remain hidden. For those
participating in the validation interviews, all participants have
given consent, and we will ensure their confidentiality
throughout the research. Such measures ensure that we conduct
the research activities responsibly and ethically.

To bolster the methodological rigor of this study and reduce
the likelihood of subjective interpretation, triangulation was
employed using two different but complementary methods.
These included preliminary semi-structured interviews with
two professionals around focus: one serving as an IT
compliance specialist and another as a digital operational risk
development specialist. Their interviews helped validate the
themes and risk categories constructed from the document
analysis.

As a second step, an online survey was administered
electronically to project team members who participated in the
digital banking projects. Risk perception, risk impact, and
effectiveness of risk mitigation responses were measured with
Likert-scale questions. The results provided quantitative
validation for the qualitative analysis, corroborating that the

risks needed to be prioritized. These mixed methods not only
enhance the rigor of the findings and broaden their relevance
but also ensure that the internal artifacts and participants who
represent the organization’s operations are considered, thereby
influencing the findings.

IV. RESULT AND DISCUSSION

A. Document Analysis
The first approach to analyzing the forty-three risk

assessment documents compiled from the banks’ digital
projects enables one to evaluate the distribution of the said
documents in terms of two important criteria: the year of the
projects and the platform categories. The data in Fig. 6
indicates that of the 43 documents analyzed, 26, or 60.5%, are
from 2023-initiated projects, while 17, or 39.5%, are from
2024-initiated projects. The growing demand for digital
transformations after the Pandemic influenced the development
of various digital banking projects during 2023. This
development can explain the rational decrease in the count of
projects by the year 2024, as the organizations will have to
evaluate their growth and consolidate the already functioning
projects.

Fig. 6. Document distribution by year.

This research more closely classified the documents
according to the precise range of digital platform projects
involved, as illustrated in Fig. 7. Mobile banking is the most
important, with a significant percentage of 11 documents
(25.6%), the primary mode of contact between the bank and its
customers. Loan and mortgage digitalization comes second
with ten documents (23.3%), cutting across the digitization
focus of the bank on facilitating credit and mortgage services.
Payment channels & API integration forms nine documents
(20.9%) and is part of the strategy of building an electronic
payment system that is integrated and interoperable. Six
documents (14.0%) represent QRIS (Quick Response Code
Indonesian Standard) and show increased use of cashless
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payment solutions. EDC Channels (Electronic Data Capture)
constitute five documents (11.6%) indicating continued
spending on developing these point-of-sale technologies. There
is less emphasis on internet banking as a digital platform with
only two documents (4.7%), which means there is a greater
degree of stability or less concentration on Internet banking
projects.

Fig. 7. Document distribution by platform category project.

After entering the 4 code categories, 645 markers for each
document were generated through these documents utilizing
the ATLAS.ti software. Fig. 8 outlines the outcome of the
thematic coding performed on the risk assessment papers. This
research utilizes three broad types of analysis to explain a
project: its context, risk features, and singular events. In this
sense, the project as a practice square entails three clusters of
dimensions: Banking risk categories, risk project phase, and
inherent risk level. The analysis can examine these dimensions
individually or in various combinations within the scope of
discourse on risk patterns in the technological projects
undertaken. Overall, management will highlight the recurring
risk themes from these relationships to identify specific
interactions critical for risk mitigation and management. Such a
structured approach complements the comprehensiveness of
the discussion on the findings and what these findings mean for
the management of IT risks in the context of digital banking
projects.

B. Banking Risk Categories
Figure 9 demonstrates that out of all categories of banking

risk, Operational Risk is the most common one, with 477
markers (78.2%) across all examined projects of digitalized
banking. It can also be related to the technological factors of
some business industries, hence the marker. Further, it
underscores the managerial challenges posed by the operational
Risk, hence underlining the systemic issues encompassing
technology dependencies accompanying all forms of digital
transformation.
Though only a minor fraction of it is extent-wise, other risk

types are also present that have been shaping the risk profile at
hand. Legal Risk, which is second in significance to most, tends
to comprise 61 markers (10.0%) that stem from issues such as
having or lacking the ability to meet legal obligations, entering
contracts, and protecting one’s inventions. On the other hand,
reputation risk comprises nine markers (8.0%) of how the

digital aspect can lead to the organization’s inability to satisfy
the customer, thus reducing their market trust.

Fig. 8. Risk analysis framework integrating banking risk categories [19], risk
project phases [18], inherent risk levels [28], and risk themes.

Compliance risk focuses on the remaining 41 markers (6.7%)
challenging areas within the regulatory framework (seen in Fig.
9). Notably, the projects analyzed view strategic risk, with only
17 markers accounting for 2.8% of the total markers, as a
comparatively lesser concern. The absence of markers further
corroborates the general suggestion that credit risk, liquidity
risk, and market risk are irrelevant within the parameters of the
analyzed digital banking projects. This result may arise because
these projects focus on technological and operational services
rather than classical banking services.

C. Risk Project Phase
The phase-wise risk analysis of the project reveals unique

risks at each stage of the project’s life cycle. As illustrated in
Fig. 10, the highest risk in the project is in the on-project phase,
with 403 markers (68.6%). This condition is the most
challenging part of the project, as executing the digital banking
implementations can be very intricate. The areas that incur the
most risk during this time include cybersecurity, unreliability of
the system, and integration problems. The on-project phase
highlights the need for good supervision, adequate testing of
the systems, and effective management of vendors, as these can
significantly help minimize risks during this phase.

Fig. 9. Analysis of codes for banking risk categories.
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Fig. 10. Analysis of codes for risk project phases.

In the post-project stage, 154 markers (26.2%) revolve
around ensuring the sustainability and operational robustness of
systems put in place. Significant risks in this phase include
legal matters, user satisfaction, and the experience and
performance of the operation. Adhering to legal rules and
standards and ensuring adequate performance of
responsibilities is crucial. Addressing legal and operational
issues is essential to ensure project results are durable and
comply with legal requirements. The risks remain constant in
the pre-project phase, requiring 15% or 88 markers of auxiliary
functions. However, everything will be critical for the success
of the subsequent phases. The planning and organization of
resources become critical due to the business environment’s
regulatory oversight or standards, such as operational policies
and procedures, as well as the competencies in human
resources. Chief Threats present are people, policies, and
procedures, which all encroach upon the boundaries of legal
and regulatory regimes. Conclusion Besides a good business
environment analysis, competent pre-planning will ensure
robust project execution and closure.

D. Inherent Risk Level
The analysis presented in Fig. 11 shows a risk spectrum

within which the more extensive basis of risks lies within the
moderate category, which encompasses 468 marks (72.6%),
while the remaining equation claims otherwise. The risks
within this field are not minimal; instead, most are on the path
to achieving long-term stability. The operational and technical
risks fall under this category as working in one area can evolve
into a more significant risk if managed efficiently while project
execution is underway.
A total of 172 marks are to be classified as low to

low-moderate, thus falling under the second category, which, as
a sum, contributes to 26.7% of the total sum. Compared to the
other set of risks, these are trivial as the sensitivity level does
not exceed the baselines set for the project’s visions.
Integration or interdependencies can make these factors
detrimental; thus, a cautious approach is necessary. The range
of moderate-high risks encompasses a low range of codes 0.8%;
this comes alongside the risk of bombs, which, when analyzed,

did have codes but an extremely low denominator. Any risk
within the analyzed dimensions was improbable in approaching
the critical line. The result brings us to the high and low
categories; they did not have any presence within this category
and fairly balanced the ratios set for the projects.

Fig. 11. Inherent Risk Level Code Analysis

E. Banking Risk Categories in the Risk Project Phase
Within the examined parameters, there was a minimal

possibility of hitting the red line. There was no presence within
this category, and they effectively evened out the project ratio
targets. The range of risks spanning from moderated high risks
covers a low range of codes of 0.8 percent; this is together with
the risk of bombs that were, when looked at, not lacking codes,
but the denominator was exceptionally low.
As shown in Fig. 12, legality and various regulatory

compliance regulations alongside Contract Compliance still
needed to be addressed in the post-project phase, which
garnered Legal Risk as the highest. Moreover, trust over
reputation risk was paramount, and it overestimated the
complexity of the matter while retaining customer trust
post-implementation. The operational risk was also present
elsewhere; as mentioned, project outcomes must link directly to
proper system reliability and maintenance measures. Seeking
alignment with the compliance standards of regulators set in
place while also ensuring the readiness of the system to
undertake operational activities even before a project starts is
appreciably fundamental. As for Strategic Risk, the absence of
firewalls such as new key goals claims the enhancement in
synchronization of individual project targets with the overall
strategy of the firm; on the contrary, Reputation Risk occupied
a bare minimum space, suggesting that firms must watch their
interactions with stakeholders while on the planning phase of a
project.

F. Banking Risk Categories with Inherent Risk Levels

The classification of risks from a banking viewpoint
distinguishing the inherent risk factors shows the risk severity
level within each thematical category. According to Fig. 13,
most risks exist in the middle or between moderate to low
sectors and none between high or low classifications, indicating
the adequate presence of risk.
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Fig. 12. Banking risk categories in risk projects phase sankey.

Regarding major categories, operational risk blinds the rest
because the means are primarily moderate and a smaller
percentage low to moderate. Since there are slightly varying
instances of risks, specifically moderate to high, it becomes
majorly visible that there are severe issues related to innovative
technology, system malfunctions, and other forms of
high-order disruptions. The analysis concludes that
implementing strong operational measures and other
contingency strategies is essential to mitigate the negative
impacts of escalating risk levels.

Fig. 13. Banking risk categories with inherent risk level sankey.

Legal risks, on the other hand, are widely in the middle to
lower spectrum. These risks include the exposure of failure to
adhere to regulation requirements, technology transfer, or
breach of contract – all of which are important in the context of
e-banking initiatives. The fact that high-severity legal risks are
absent shows that there is a formalized strategy for installing
and implementing systemic regulation compliance and
supervision in the project process and after it. This research
labels the risks of non-compliance as average. Knowing
compliance with regulatory standards is still challenging; a
small category of non-compliance risks emerges, classified as
low to average. Compliance risk has never reached a high
classification; it has always remained low. Hence, it is relevant
when conducting a bank’s digital business.
The reputation risks are classified as average and low to

average in some cases. Such reputation risks are primarily those
relating to satisfaction, the business’s image, and the
customers’ confidence, which are essential in winning the
competition in the bank’s niche. The low level of these risks
suggests that customer management is well-designed and other
bank issues are being dealt with comprehensively. Strategic
risks primarily fall into the low-to-average category, with only
a few classifieds as average. Such risks encompass the issues of
coherence of project targets with the goals and objectives set

for the organization. They are clearly of an indeterminate low
degree, but their content has strategic consequences and needs
to be through the planning and implementation phase. The
absence of credit, liquidity, and market risks in this analysis
implies that such risks are not crucial in evaluating the
now-discussed digital banking projects. The analysis is
consistent with the objectives of these projects, which are
operational and technological rather than the standard financial
ones.

G. Risk Projects Phase with Inherent Risk Level
Risk levels can vary from a moderate level to a low or high

when evaluating across the three stages of a project, which
include pre-project, on-project, and post-project. The
interpretation of the data collected from all three stages, as
shown in Fig. 14, indicates that the setting has a controllable
risk environment due to a lack of high or insignificant risk;
most of the risks assessed are moderate during the project.

Fig. 14. Risk Project phase with inherent risk level sankey.

The on-project phase is the riskiest, with many risk factors
classified as moderate and a smaller number classified as low to
moderate. In this regard, this phase caters to moderate to high
risks pertaining directly to the difficulties encountered while
running the project. Such risks usually relate to system
efficiency, protection against breaches, and the amalgamation
of several platforms, thereby necessitating active supervision,
on-time evaluation, and management of risk factors associated
with the quick running of the project. Regarding the risk factors,
in the post-project phase, the remaining ones, a sizeable share is
estimated to be moderate, with the remaining few being low to
moderate. This trend highlights the nature of tasks undertaken
after project completion, such as complying with legal
conditions, efficiently integrating business processes within the
post-implementation phase, and ensuring customer satisfaction
with the product or service. While there are no moderate to high
risks, managing the system presents some moderate risks.
Effective initiative management is necessary to maintain the
system and ensure adherence to necessary laws. The risk profile
of this phase is evenly split between low to moderate risks
associated with resource allocation, regulatory requirements,
and strategy during the planning phase of a project and
moderate risks, making it a balanced distribution. The absence
of moderate to substantial risk during this phase indicates that
the commencement stages of any digital banking construction
project remain stable when extensive groundwork and
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evaluations take place.H. Banking Risk Categories in Projects
Phase with Inherent Risk Level

Figure 15 and Table 1 representation indicate the
distribution of categories of banking risks throughout the
phases of a project, which are the pre-project phase, the
on-project phase, and the post project phase, alongside the
levels of inbuilt risks as low to moderate, moderate phases, and
moderate to high. This risk distribution analysis not only
demonstrates the Risk of each category in multi-directional
phases of a project but also gives insight into the areas that are
high in attention during the project.
The most common risk observed in all phases was the

operational risk, and the height of the graph was most
significant in the on-project phase for the moderate level, which
suggests the presence of more significant operational woes, for
example, issues with system performance, cybersecurity, and
other issues during the process of executing the project.
Nevertheless, operational risks appeared in the pre-project
stage (low to moderate and moderate) and the post-project stage
(moderate). Businesses should prioritize planning to ensure
longevity and operational stability rather than taking risks.

Fig. 15. Heatmap of banking risk categories across project phases and risk
levels.

The graph shows compliance risks are more common and
concentrated in the pre-project phase. In contrast, project
regulations range from low to moderate during the working

project phase, indicating the necessity of adhering to rules
during project planning. Post-project compliance risks appear
lower than excessive compliance requirements, which makes
sense since every project requires new regulations. Legal risks
occur exclusively in the post-project phase and extend into the
moderate category. This condition suggests that it is important
to comply with contract commitments, manage intellectual
property, and address regulatory issues after project completion.
Other legal risks during the on-project phase fall into the
moderate category, emphasizing the need for more legal
considerations during the project to avoid complications.

Reputation risk is positioned in the post-project phase,
ranging from low to moderate and even moderate, stressing the
critical issues of customer trust and public perception of the
business after the project is delivered. Reputation risks are less
pronounced in the on-project phase, indicating active efforts to
reduce these risks with the external context during the project’s
execution phase. Strategic risk only rarely occurs during the
post-project phase. Most instances report it being low to
moderate, with a few cases reporting it being mild. The result
suggests that such misalignment usually occurs after
completing a project. Therefore, there is a need for a regular
evaluation of such misalignment to ensure that the organization
achieves the project objectives.

Fig. 16. Risk prioritization matrix.

After completing all evaluations, it is possible to combine

Table 1.
Banking Risk Categories Across Project Phases and Risk Levels

Risk Category
Pre-Project On-Project Post-Project

Low to
Moderate Moderate Moderate to

High
Low to
Moderate Moderate Moderate to

High
Low to
Moderate Moderate Moderate to

High
Compliance Risk √ √ - √ √ - √ √ -

Legal Risk - - - - √ - √ √ -

Operational Risk √ √ - √ √ √ √ √ -

Reputation Risk √ - - √ - - √ √ -

Strategic Risk - - - - - - √ √ -
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all current and future risks with the aid of the prioritization
matrix. The risk prioritization framework also exhibits the
probabilities and consequences of various categories of
banking risk while aiding in determining relative significance,
as displayed in Fig. 16. Operational risk is most critical and sits
in the high impact and high likelihood quadrant, meaning that
this category is of utmost importance and requires excellent
control measures. Both legal risk and compliance risk
categories are determined to be in the moderate to high zone in
terms of impact and likelihood, and they remain essential
throughout the project while executing and in the
post-implementation stage. The strategic risk sits in the middle
regarding consequences but is low in probability, which shows
that it is essential from the perspective of trust management but
not something that happens frequently. Market risk is one of
those elements that cannot go lower in its impact, and the
possibility of it is also low so that it combines as a less critical
issue but requires checks from time to time to ensure that
actions taken align with the company’s objectives. This matrix
depicts the risks in such a way as to establish the hierarchy of
the risks, the result being that all the stakeholders can direct
their resources and strategies on the high-impact areas.

I. Risk Themes Frequency with Word Cloud
The word cloud in Fig. 17 illustrates the importance of key

risk themes inherent in digital banking projects. Such a
depiction enables one to discern the more commonplace risks
easily. Legal issues would maintain the dominant position in
the risk map, having the highest number, which underlines the
importance of laws and contracts during project
implementation. In other words, regulatory compliance,
cybersecurity, and third-party compliance are aspects of good
security and compliance with outside/inside rules and
regulations. On the other hand, User Satisfaction brings in such
an essential dimension that customers’ views and opinions have
significant implications for the effectiveness of different
strategies for digital banking.

Fig. 17. Word Cloud of Risk Themes

Moderate and low-frequency themes include system
reliability, operational performance, and integration issues.
Addressing these areas is necessary to smoothen the system’s
performance and ensure its stability. Even though it is low
frequency, Human Resource Competency and Data Accuracy

Issues indicate the essence of operational people and reliable
information for executing risk mitigation efforts. This strategy
outline helps stakeholders develop mitigation strategies for
risks in key risk themes with higher frequency and relevance so
that stakeholders do not chase after the vast array of risk themes.
The consent makes the risk mitigation strategy more precise in
managing digital banking project risks.

J. Risk Mitigation Strategies for Digital Banking Projects
Achieving defined goals within a specific time limit for a

digital banking project requires effective risk mitigation due to
the need for meticulous diligence [18], [28]. This research adds
value by designing a mitigation framework based on commonly
occurring and operationally identified risks in the project. Such
design requires understanding additional modalities defined
through e-governance alongside legal, reputational, and
compliance risks while taking a technological-centric
problem-solving approach. The approach will aid in addressing
multinational legal concerns and ensure the ensuing framework
is adaptable.

Table 2.
Risk Categories and Mitigation Strategies in Digital Banking Projects

Risk Category Common Phase Mitigation Strategy
Operational
Risk

On-Project Phase - Conduct rigorous system testing
and validation
- Implement automated performance
monitoring tools
- Develop contingency and rollback
plans for deployment

Legal Risk Post-Project Phase - Enforce contract standardization
- Conduct legal compliance audits
- Engage internal legal counsel for
pre-launch review

Compliance
Risk

Pre- & On-Project
Phase

- Establish an internal regulatory
mapping checklist
- Integrate Regulation Technology
solutions for real-time compliance
tracking
- Provide periodic training for project
teams

Reputation Risk Post-Project Phase - Set up initiative-taking customer
service and feedback channels
- Monitor social media sentiment
- Prepare incident response protocols

Strategic Risk Post-Project Phase - Align project KPIs with
institutional strategy
- Conduct post-implementation
reviews
- Apply scenario planning for major
product launches

Third-Party
Risk
(Additional)

On-Project Phase - Use vendor risk assessment
frameworks
- Include SLA clauses with defined
risk-sharing terms
- Conduct periodic vendor audits

Organizations can customize the ISO 31000:2018
framework by omitting risk transfer through outsourcing or
shifting operational control to non-regulated partners, thereby
constructing oversight within the framework. Other risks may
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remain, including peer-to-peer lending module barriers that
stem from the lack of guidance within regulatory frameworks,
including lack of support for critical features. In addition, using
a multi-approach authentication method, redundancy, and
vendor risk scoring can lower peer-to-peer lending modules for
critical features. Organizations knowingly accept low-impact
risks by not providing critical fallbacks while integrating
pedantic UI elements without requiring documentation or
periodic review. Executing the defined goals of benchmarking
is furthermore accepted with non-regulatory tailored steps.

This framework implements these strategies by converging
each risk type with corresponding actions to control it, as
presented in Table 2. In this regard, operational risks, which are
abundant in the on-project phase, can be alleviated by
sophisticated system testing, advanced performance monitoring
tools, and detailed fallback plans. Structured contract
management alongside legal compliance checklists and internal
counsel pre-launch reviews capture legal risks typically
post-project. Compliance risks involve not only active tracking
of relevant regulations but also active alignment with internal
policies. In contrast, reputation risks require customer support
automation for initiative-taking engagement and active
feedback loops. Also, the proposed framework incorporates
aspects of the three lines of defense model, which assigns
operational teams the frontline role for all daily risk control
functions, whose counterparts in risk management and
compliance units comprise the second line overseeing oversight.
At the same time, internal audit fulfills the independent
assurance role as the “third line.” All mitigation responsibilities
across the organization are allocated appropriately and
enforced through this governance approach. The proposed
framework enhances resilience by adapting risk treatment
approaches to the severity levels and project phases identified
in this study. It reduces the exposure of digital banking
institutions to emerging regulatory and technological
challenges.

K. Triangulation and Validation of Findings
To reinforce the rigor of the thematic analysis and minimize

single-source bias, two expert interviews and a practitioner
survey were conducted for triangulation purposes. The subjects
of the interviews and surveys were an IT compliance specialist
and a digital operational risk development specialist, both
experienced professionals in their respective fields. In
Indonesia, they worked as digital banking risk managers at a
state-owned financial institution. Their contributions aided in
confirming the risk types, project phases, and the resulting
mitigation strategies following a document analysis and
thematic coding which was executed.

Regarding IT compliance, the first expert in the field, who
has already gained six years of expertise, noted that the most
significant and frequent risks associated with digital banking
projects stem from non-alignment with regulations, reliance on

third parties, and sudden regulatory changes. These issues
generally stem from the planning or pre-implementation phases
of a project, particularly when compliance teams are not
integrated into the process early on. The specialist pointed out
that several post-audit errors were not the result of systems
failures, but of not keeping up with changes in POJK or PBI
regulations. Highlighted key mitigation strategies include
proactive compliance mapping and compliance checklist audits,
as well as stricter SLA clauses for vendors regarding audit and
data protection compliance. Although there is some merit to the
PMBOK and ISO 31000 frameworks, the expert emphasized
the importance of practical, interdisciplinary, and collaborative
synergy. Other emerging concerns include cloud-related issues,
such as data sovereignty, infrastructure transparency, and
algorithmic bias resulting from AI decision-making processes.

The second expert, specializing in digital operational risk
who has already gained more than ten years of expertise,
emphasized multiple themes of operational risk. As this expert
mentioned, the execution phase of a project has the highest risk
exposure, especially about system integration, delays, and
cross-functional silos. Risk identification is often performed
using the Risk and Control Self-Assessment (RCSA), and
prioritization follows a qualitative matrix approach based on
defined likelihood, impact, and detectability. Common
mitigation approaches uncommonly include rollback planning,
shadow systems, and SOP revisions on set time intervals. While
the ascertained PMBOK and ISO:31000 sound structurally, the
expert pointed out the lack of need for swift changes or
real-time dashboard monitoring. A concerning trend was
observed, namely the increasing dependency on third parties,
particularly in open banking frameworks related to API-based
fintech integrations. These activities may introduce
unanticipated risks unless controlled through explicit Service
Level Agreements (SLAs), routine audits, and ongoing due
diligence.

To thematically analyze information provided qualitatively,
a survey was administered to a digitally oriented banking group
comprising 38 members, which included IT, compliance, risk,
and digital banking development unit. Respondents assessed
the probability and impact of the eight risk categories, as well
as the frequency and effectiveness of relevant mitigation
measures, using a 5-point Likert scale.

Surveys corroborated the qualitative data that is shown in
Fig. 18, identifying cybersecurity, regulatory compliance, and
third-party/vendor risks as both probable and impactful
throughout the project lifecycle. In addition, integration
challenges and implementation delays are paired with the
experts’ insights into operational bottlenecks.
Reputation-related risks were evaluated as high-impact but
infrequent, while legal and strategic risks received middling
ratings. Notably, algorithmic bias—which was given
considerable prominence during the interviews—was not
highly rated in the survey, suggesting that practitioners may
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have underestimated its significance.

Fig. 18. Heatmap of average risk likelihood and impact based on survey.

The mitigation strategies most cited were system testing
paired with rollback strategy formulation, real-time monitoring
dashboards for technology supervision, compliance evaluations,
regulatory checklists for legal forecasting concerning external
entities, in addition to vendor audits featuring strict adherence
to service-level agreement enforcement. Concerning efficiency,
compliance with the technical aspects of the strategies received
the highest scores, thus supporting the mitigation framework in
this study (Fig. 19).

Fig. 19. Perceived effectiveness of risk mitigation strategies in digital banking
projects.

V. LIMITATIONS AND RECOMMENDATIONS FOR FUTURE
RESEARCH

Even though this research helps examine IT risk
management in digital banking projects, it still has some
shortcomings. One example is the lack of available literature
because the study’s scope was constrained to one case study of
a state-owned bank in Indonesia. This condition may have
posed a challenge in obtaining diverse results. Another issue is
relying on single expert interviews and document analysis,
which does not account for many stakeholder perspectives. For
example, the study classified risks using thematic coding but
did not validate them through simulation-based or statistical
modeling, methods widely accepted for quantitative validation.
Finally, lacking a longitudinal design restricted the ability to
observe dynamic changes in risk exposure after various project
phases. All the issues mentioned shed light on the gap for
further research in diversifying the result allocation and
implementing methodological rigor.

Enhancing the results of this research involves making
cross-sectoral comparisons to determine if the patterns of risks
in digital banking projects are like those in the banking,
insurance, or retail sectors. Studying the interconnected nature
of these sectors could provide insight into the sectoral nuances
of IT project risk management. Further, analyzing the role that
the regulatory regimes for different countries or regions play in
shaping compliance requirements could help in understanding
contextual risk patterns. In addition, innovative technologies
such as artificial intelligence and machine learning have
transformed risk management. Predictive modeling utilizes
cybernetic or third-party dependencies to highlight specific
scenario-driven mitigation strategies. Emerging technologies
like blockchain can significantly heighten transparency and
accountability in IT project ecosystems. However, the most
useful for risk profiling and further developing digital banking
initiatives is a profound multidisciplinary focus directed at
longitudinal shifts concerning demand dynamics or analytic
shifts within the technological paradigm.

VI. CONCLUSION
This research has offered an in-depth insight into assessing

risks in IT projects for digital banking platforms while taking
an Indonesian state-owned bank as a case study. This study
considers risk categorization and risk level. It establishes
essential findings regarding these risks’ nature, distribution,
and severity. The operational risk was the most notable
category, especially during the on-project phase, illustrating the
control of internal and technical problems when implementing
the system. Compliance risk was more severe in the pre-project
phase, highlighting the need for adherence planning to meet
regulatory requirements. The legal risk was more severe in the
post-project phase, emphasizing the necessity of addressing
legal constraints during the contractual phase after
implementing the system. The thematic analysis emphasizes
various prerequisites for accomplishing the concern, such as
cybersecurity, third-party compliance, and user satisfaction.

In the face of risks at certain stages of project completion,
visualization techniques are recommended. Those include
Sankey diagrams, heatmaps, and matrices aiming at different
prioritization of target indicators. With regards to risk
management strategy, both the findings and the methodology
will help connect the sub-phases such as the Pre-Project and
Compliance, which require operational compliance; the
On-Project and Integration, which demand operational controls;
and finally, the post-project and Legal, which require customer
maintenance. These findings also further highlight the
significance of the risk management strategy in the post-project,
on-project, and pre-project sub-phases and their consequent
risks in banking, artificial intelligence, and other emerging
technologies. They shed light on crucial themes and risk
categories pertinent to the management of risks. Future banking
projects should incorporate the proposed tools to identify and
mitigate risks, ensuring such frameworks’ stability over a more
extended period.
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