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Underlying Structure of Online Risks and Harm
among Bangladeshi Teenagers
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Abstract—This paper gives an account of the consequences of the
procedure of EFA (exploratory factor analysis) invoking online risks
as well as harm information acquired by an overview of 443
adolescents in Bangladesh. The information was gathered utilizing
a 42-item, adjusted Likert survey investigating the critical variables.
PCA (Principal Component Analysis) with Varimax rotation was
chosen by the researcher to accomplish it. Based on data, the
procedure took out the crucial factors social, religiosity,
psychological, online risks as well as harm. 65.594% of the variance
was clarified by these nine dimensions together. The procedure of
reliability analysis generated internal consistency estimates which
may be considered acceptable. The range was found from 0.625
which belongs to Emotional Problems to 0.930 which belongs to
Online Risks. These discoveries give comprehensive justification to
build legitimacy for the items. The presence of the components
influencing altogether the young people online in Bangladesh has
been identified as well.
Keywords—Harm, Online Risks,
Religiosity Level, Social Factors

Psychological Factors,

. INTRODUCTION

Since 1980s Internet has been influencing the lifestyle of
society. From that period, it has been dominating the whole
world. Through its dominance not only a lot of positive but also
negative impacts have been observed in the society as well. One
of the mentionable blessings of the internet is acting as a
gateway to knowledge. No one can deny its role as a facilitator
of the process of learning and education. But, the negative
impacts of the internet are also noteworthy. Among all age
cohort groups of the people, teenagers are the most primitive as
well as passionate users of the internet. As a consequence, both
negative and positive impacts affect them most. They were
found using the internet for learning purposes, entertainment,
meeting with friends, online games which can be taken as
productive uses of it. But, on the other hand, they were found
abusing and harassing others, watching pornography, sexting,
etc. These can be taken as serious bad habits practiced by them.
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At present, child abuse is becoming serious in developing
worlds, especially in Bangladesh. It is raising with time at a
steady rate [1]. Before going to an alarming stage, precautions
must be taken to sustain the society in this region. Keeping it in
mind, this research was designed to investigate the factors
which are making Bangladeshi teenagers exposed to online
risks and eventually affecting harm. However, it is mentionable
here that the study solely focused on the viewpoints of 13-18
years of old teenagers.

Il. LITERATURE REVIEW

Several factors have already been investigated by many
researchers regarding this aspect. Psychological factors are one
of them [2-4]. According to Livingstone and Gorzig (2014),
children with psychological difficulties reported being more
vulnerable to online risks comparing with the normal ones [5].
d’Haenens, Vandoninck, and Donoso (2013) found them more
vulnerable and affected by internet use as well. Teenagers with
lower self-efficacy reported being more exposed to online risks
in a series of studies. They got more affected by the harm of
internet use as well [6]. Livingstone and Gorzig (2014) also
identified risky behaviour and practices conducted by teenagers
as one of the predictors of online risks [5]. This predictor was
also found playing a vital role in having bitter experiences
among teenagers from Facebook in another study [7]. So, from
the previous studies, it is expected that the psychological factors
may cause a significant impact on online risks and harm among
Bangladeshi teenagers.

The role of social factors specifically parents, teachers, and
peers were thoroughly scrutinized among most European
nations [8-11]. Majority of the cases, the respondents reported
that whenever they were guided, monitored, supported and
advised by their parents, teachers, as well as peers, they could
avoid those type of risks mostly, minimize the effects of the
risks and overcome them (i.e. not being affected by the harm)
successfully. So, from the past studies conducted by many
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researchers, it is assumed that social factors might have a vital
role in online risks and harm among Bangladeshi teenagers.

Stack, Wasserman, and Kern (2004) found the teenagers
who attended church regularly were less addicted to internet
pornography [12]. Abell, Steenbergh, and Boivin (2006) also
got similar results. They found teenagers possessing a higher
level of religiosity less prone to abusive activities [13].
According to Hoffman (2009), college students practicing
Christian spiritual disciplines were engaged less in watching
internet pornography as well [14]. Lastly, Murray (2014) found
Catholic high school students more aware of online risks and
harm and they took proactive and coping strategies more to deal
with them [15]. So, it is expected from previous studies that
religiosity level might play a significant role in online risks and
harm among Bangladeshi teenagers.

According to several studies, the relationship between
online risks and harm fluctuates by region in a very complicated
way [9,16-18]. Lobe, Livingstone, Olafsson, and Vodeb (2011)
found North-East European countries specifically Lithuania
and Estonia most vulnerable in terms of online risks
experienced by teenagers compared to other European
countries. They were immediately followed by Norway and
Sweden. South, as well as West European countries such as
Italy, Portugal, Greece, and Turkey, were found as the safest
zones [9]. According to Livingstone and Das (2010), new risks,
as well as new harm, were observed among teenagers
specifically from Southern and Eastern Europe. The authors
held the arrival of new technologies as well as their availability
to the society responsible for this [19].

A large number of people in Bangladesh have started using
the internet recently regularly. Usually, upper-middle-class
families are blessed with uninterrupted high-speed internet
facilities. To maintain their lifestyle and status in society as well
as meet up the expenses, both parents in these families are
forced to work day and night. As a result, their children are
forced to stay in their homes alone with sophisticated modern
technologies and devices. In addition to that, due to the lack of
places for playing as well as other outdoor activities, these
children normally pass their leisure time by engaging
themselves in two major indoor activities. The first is watching
television; the second one is browsing the internet. Both tasks,
normally prefer to do alone [1].

With the increase in their internet use, many are suffering
from psychological problems. They are becoming more and
more reluctant about their responsibilities especially in case of
their homework, studies and other household activates. They
become so hooked to it that they now are unwilling and feel
uncomfortable in passing time with their friends and families.
Even many have become so addicted to it that they often forget
to take enough food as well as sleep properly from time to time

[1].

To avoid the interruption from family members, 12% of the
respondents used to remain online from 12 to 2 at night.
Because most of the members in their usually go to sleep at that
time. Consequently, they are not having enough sleep.
Recently, psychologists warned that sleep deprivation can
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cause serious psychological effects among teenagers. When
teenagers become so much addicted to the internet and thus
spending time on it in an unjustified manner, the first thing that
happens is they harm themselves. Afterward, they harm their
families and lastly, the whole society [1].

Growing addiction to Facebook has become obvious among
teenagers in Dhaka. More and more time passing with it has
become a norm among them. This is not the main problem. The
main problem is, they are engaging themselves more and more
in abusive and risky activities using Facebook. Seeking
relationships, amusement, higher personal status among peers
may be mentionable vulnerable practices conducted by them.
Going to meet the strangers after the development of online
relationships, bothering others, having false identities (male
presenting himself as female and vice versa), spying on friends,
hacking a private account, cyberbullying, stalking others online
are the abusive activities practiced by teenagers found in the
literature [1].

Teenagers risky online behavior and practices have become
S0 important issues now in these days that it has gained a lot of
media coverage in Bangladesh. The two prominent daily
newspapers — The Daily Observer and The Daily Star are
mentionable among them. According to their report,
approximately half of the teenagers in the country are
encountering attacks from internet predators. And they felt
completely hopeless since they were unable to do anything
against them [20,21].

I1l. OBJECTIVES OF THE STUDY

The aims of this investigation were twofold. The first was
to recognize the fundamental factor that are influencing young
people online in Bangladesh. Afterward, validating the scale of
online risks and harm based on the information researcher
collected from the youngsters was the second target.

IV. METOHDS

A. Respondents

A nation-wide survey was conducted by the researcher
invoking 443 teenagers. The participants were chosen from
different educational institutions such as universities, colleges
as well as schools. The institutions were chosen from both rural
and urban regions of the country as well. The sample comprised
of 45.8% by the boys (n=203) and 54.2% by the girls (n=240).
The mean age was found 15.44 years.

B. Instrument

The researcher employed an adapted survey questionnaire
to get information regarding online risks as well as harm. The
questionnaire, in turn, was divided into two parts. The first part
was about the demographic information of the participants. The
second one was designed to measure the level of agreement of
the participants regarding 42 items. Those 42 items collectively
covered five features: social (12 items), psychological (12
items), religiosity level (4 items), harm (6 items) as well as
online risks (8 items). The researcher adopted these items from
the work of the previous researchers regarding this topic. A 5-
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point Likert scale which ranges between Highly Untrue (1) and
Highly True (5) was used to measure the constructs.

C. Data Collection and Analysis

The researcher distributed the questionnaire copies to 700
teenagers from rural and urban regions in Bangladesh. In every
sector, the institutional authorities facilitated the process.
Among 700 participants, 555 returned the questionnaire to the
researcher. Among them, 112 copies of the questionnaire were
rejected due to missing values and/or incomplete responses.
Hence, 443 copies were taken eventually as usable responses.
As a result, the response rate was found at 63.3%. An
exploratory factor analysis procedure specifically, Principal
Component Analysis (PCA) was applied to the data to extract
the Factor structure of online risks and harm. Pituch and
Stevens (2015) reported that exploratory factor analysis is
mainly used to recognize the model or the underlying structure
from a set of variables [22]. Since this study was designed to
investigate the previously unsuspected relationships, PCA was
found most suitable to the researcher with the target of
accomplishing the research objectives. Stevens (2012) as cited
by Pallant (2013) suggested PCA considering numerous
motives in their studies, too. Two of them may be mentioned
here because of their great significance. The first one is, it is
mathematically simple; and the other one is, it is
psychometrically sound. According to the authors, some
complications always occur due to ‘factor indeterminacy’ that
is related to factor analysis. Which can be overcome by PCA as
well [23,24]. Among several rotational techniques, Varimax
was selected by the researcher. The choice was made because
of its utmost popularity as an orthogonal approach as well as its
supreme capacity of minimizing the variables with high
loadings on each factor [24]. This is the main objective for
which the Varimax method was developed.

V. RESULT

A. Test of Normality of Constructs

According to Kline (2015), the value of skewness should be
less than 3 as well as that of kurtosis should be less than 10 for
the normal distribution of data. Table 4.2 shows the mean,
standard deviation, skewness, and kurtosis statistics of the
components.

Since all the items fell in these ranges of permissible values,
it is assumed that normality is achieved. The result encouraged
that the data is suitable for further analysis as answers to the
components are, accordingly, normally distributed. A positive
skewness indicated a greater number of larger values and
showed the distribution is to the right. Whereas, a negative
kurtosis gives an indication of flatter than normal shape for the
distribution. However, Pallant (2013) said that it is difficult to
achieve normality for large samples. So, the rest of the analysis
proceeds.
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Table 1.
Descriptive Statistics of The Constructs

Std
N Mi Ma Mean Skewnes  Kurtosi
n X De S S
v
Gender 4 1 2 154
Age 4; 13 18 15.44
Education
of 4; 1 6 3.15
Parent(s)
Emotional 44 1.0 2.665
Problems 3 0 5.00 9 8 0.625
Self- 44 1.0 2.641
efficacy 3 0 5.00 6 4 0.734
Risk- 44 1.0 2.237
taking 3 o 500 0 2 0.811
44 10 3.886
Parents 3 0 5.00 6 4 0.787
44 10 3.108
Teachers 3 0 5.00 4 4 0.864
44 10 3.549
Peers 3 0 5.00 7 4 0.808
Religiosit 44 10 3.352
y Level 3 o 500 1 4 0.717
Online 44 1.0 1.589
Risks 3 0 4.88 7 8 0.930
44 10 2.098
Harm 3 0 5.00 2 6 0.845
Valid N 44
(listwise) 3
The Factor Structure with factor Loadings,
Eigenvalues, Variance Explained and
Factor and Communalities
Items Factor . Variance .
- Eigenvalu - Communalitie
Loadin e Explaine s
g d (%)
Social Factors
F1: teachers
1. My teachers 0.820 0.731
suggested ways
to behave
towards other
people online 0.787 0.789
2. My teachers
suggested ways
to use the
internet safely 0.701 0.637
3. My teachers
talked to me
about what to 2.860 7.334

do if something
on the internet
bothered me 0.667 0.744
4. My teachers
explained why
some websites
are good or bad

F2: peers 0.831 0.773
1. My peers
suggested ways
to use the
internet safely 0.762 0.697
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The Factor Structure with factor Loadings,

Eigenvalues, Variance Explained and

The Factor Structure with factor Loadings,
Eigenvalues, Variance Explained and

Factor and Communalities Factor and Communalities
Items I'_:(?;(t:i(i)rl; Eigenvalu \éi;rjllz?rﬁg Communalitie Items I'_:(?;t:l?rz Eigegvalu \éigg ?ﬁg Comm;malitie
g d (%) ° g d (%)
2. My peers 1. lam
suggested ways confident that |
to behave can deal
towards other 0.761 0.729 efficiently with 0.682 0.597
people online unexpected
3. My peers events
explained why 2. It's easy for
some websites 0.651 0.478 me to stick to 0.678 0.587
are good or bad my aims and
4. My peers achieve my
helped me in goals
the past when 3. No matter 0.662 0.517
something has what comes my
bothered me on 0.832 0.728 way, I'm
the internet usually able to
F3: parents handle it
1. My parents 4.1 can remain
share activities 0.714 0.578 calm when 1.336 3.427
together with facing
me on the difficulties 0.726 0.572
internet 0.710 0.618 because | can
2. My parents rely on my
stay nearby coping abilities 0.668 0.546
while using the F6: emotional
internet 0.653 0.628 problems
3. My parents 1. I always get 0.641 0.487
explained why very angry and
some websites lose my temper
are good or bad 2. 1 am often
4. My parents unhappy, sad or 1.081 2.772
talked to me tearful 0.701 0.685
about what to 3. I am easily
do if something distracted and
on the internet find it difficult
bothered me to concentrate 0.670 0.678
F4: religiosity F7: risk taking
Level 1.1do
1. I always dangerous
perform my things for fun
duty asa 2. | do exciting
Muslim (e.g. things, even if
pray five times 0.767 0.636 they are
a day, fasting ’ ' dangerous
during the
month of
Ramadan, B. Reliability of the Data
pilgrimage to .
Mecca etc.) to The coefficients of Cronbach’s alpha were considered to
ALLAH estimate the reliability of data intended for the extracted
_ 21tis 1.542 3.953 structure. Table II shows the results of the reliability analysis.
important for
me to follow  /rg 0.693 Fair internal consistency was shown by all the factors
Coﬁ;'ﬁ?;e nt having coefficients larger than 0.62. In the measurement scale,
s an index of 0.6 or more than that designates a satisfactory
conscientiously internal consistency [24]. Since the results of the extracted
3. lcarefully 4 0.596 factor structure generated estimates that range from 0.625 to
avoid ;:tzmef“' 0.930, it can be inferred that the scale utilized as a part of this
4. Religious 0.623 0.558 investigation exhibited high internal consistency.
beliefs
influence all Table 2.
my interaction Reliability Analysis
with everyone Reliability of the Extracted Factor Structure
Psychological Factor N
Factors No of Items Cronbach’s Alpha
F5: self- 1816 4.657 Emotional Problems 3 0.625
efficacy 0.729 0.637
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Table 2.
Reliability Analysis
Reliability of the Extracted Factor Structure

Factor No of Items Cronbach’s Alpha
Self-efficacy 4 0.734
Risk-taking 2 0.811
Parents 4 0.787
Teachers 4 0.864
Peers 4 0.808
Religiosity Level 4 0.717
Online Risks 8 0.930
Harm 6 0.845

C. Underlying Structure of Online Risks and Harm

Acceptable results were generated after applying the
procedures of Principal Component Analysis on the data
specified in the cases of sampling adequacy as well as inter-
item correlations. Sampling adequacy is usually measured by
the Kaiser-Meyer-Olkin (KMO). The value of KMO lies
between 0 and 1. Normally 0.7 is recommended as an
acceptable cut-score. KMO was found in this case 0.871, which
refers that the sampling frequency is adequate for the
employment of PCA upon the data. An identity matrix namely
the correlation matrix was scrutinized by Bartlett’s test of
sphericity. The value was found significant (¥2=8915.5,
df=741, p=.000). This shows that overall correlations within the
correlation matrix were adequate. In brief, the factorability of
the data was proven by the results produced. Hence, the
researcher’s choice of selecting PCA in the data analysis phase
was justified.

The screen plot was depicted firstly based on the data
collected from the respondents (Figure 1). It can be suggested
based on the screen plot that the corresponding items embodied
the underlying factors. Subsequently, eigenvalues generated
from the factors and the total variance explained both reinforced
this underlying factor structure.

An assessment of the eigenvalue criteria having a value
greater than 1 demonstrated the presence of factors. The factors
that came out through this process aggregately clarified
65.594% of the variance by no cross-loading. Since the values
of commonalities were found between 0.478 and 0.789, it can
be mentioned that significant correlations existed among items.
It is also noted that no item existed with a value of communality
less than 0.4.
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Fig. 1 Scree Plot.

Aggregately 42 items were allotted to corresponding factors
depending on the peak level of their loading. The first factor
extracted was teachers’ help and guidance while something
affected the youngsters online. Four items were included in this
factor and all of them had loadings of more than 0.667. The
second one was peers’ help and support while they were bullied
online in the past. This one also included four items; each of
them having a loading value larger than 0.651. Parental
monitoring and guidance were found as the third factor. Which
contained four items, too. All items connected to this factor had
loadings of more than 0.653 as well.

The fourth factor extracted was the religiosity level
possessed by Bangladeshi teenagers. Four items were included
in this factor and all of them had loadings of more than 0.623.
The fifth one was the self-efficacy of those teenagers. This one
also included four items; each of them having a loading value
larger than 0.662. Emotional problems were found as the sixth
factor. Which contained three items, too. All items connected
to this factor had loadings of more than 0.641 as well. The
seventh factor is about risky behaviour and practices conducted
by Bangladeshi teenagers while they are online. Though this
factor invoked only toe items, both possessed loading values
larger than 0.67.

Finally, eight items were contained in online risks all of
which had loadings larger than 0.742 as well as six items in
harm all of which had loading values larger than 0.625.

Table 3.
Factor Structure

The Factor Structure with factor Loadings,
Eigenvalues, Variance Explained and Communalities

Factor and

Variance
Items Factor Eigenvalue  Explained = Communalities
Loading (%)
Online Risks
1. Nasty or 0.854 9.1 23.334 0.779
hurtful
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The Factor Structure with factor Loadings,
Eigenvalues, Variance Explained and Communalities

Factor and Variance Factor and Variance
Items Factor . i - Items Factor . a .
Loadin Eigenvalue  Explained = Communalities Loadin Eigenvalue  Explained  Communalities
’ (%) g (%)
messages about that 0.732 0.678
(e.g. words, for?
pictures or 3.Howupset  0.699 0.602
videos) about did you feel?
others were 4.l1tmademe  0.693 0.591
passed angry
around or 5. How 0.625 0.663
posted by me 0.840 0.762 serious did
on the you feel?
internet 6. It made me
where others cry
could see
2. Nasty or
hurtful 0.792 0.719
messages The Factor Structure with factor Loadings,
(e.g. words, Eigenvalues, Variance Explained and
pictures or Factor and Communalities
videos) were Items Factor . Variance —
sent by me on Loadin Eigenvalu Explaine Communalitie
the internet g e d (%) s
3. Nasty or )
hurtful Social Factors
messages 0.778 0.706 F1: teachers 0820 0.731
(e.g. words, 1. My teachers
pictures or suggested ways
videos) about to behave
me were 0.766 0.637 towards other 0.787 0.789
passed people online
around or 2. My teachers
posted on the suggested ways
internet ~ touse thfel 0.701 0637
where others 0.763 0.657 internet safely
could see 3. My teachers
4. 1 was left talked to me
out or 0.758 0.693 about what to
executed do if something
from a group 08 tkr\]e méernet 0.667 0.744
or activity on othered me
the internet 4. My teachers
5. Someone explained why
was left out 0.742 0.645 some V\éebs'éesd
or executed are good or ba 0.831 0.773
from a group F2: peers
or activity on 1. My peers
the internet sugt%elj;eedtk\:\éays 2860 7334
by me , 0.762 0.697
6. Someone internet safely
was 2. My peers
threatened on suggested ways
the internet to behave 0.761 0.729
by me towards other
7. Nasty or people online
hurtful 3. II\/!y %eerrs]
explained why
messages
(e.g. wc?rds some websites 0.651 0478
pictures ory are good or bad
videos) were 4. My peers
sent to me on helped me in
the internet the paﬁ_t Whhen
8. 1 was something has
threatened on bothered me on 0.832 0.728
the internet the internet
Harm F3: parents
1. How long 0.792 0.747 1. My pa}rgqts 0714 0578
did you think share activities
about that 3.763 9.649 together with
for? 0.783 0.785 me on the 0.710 0.618
2. How long internet
did you feel
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The Factor Structure with factor Loadings,
Eigenvalues, Variance Explained and

Factor and Communalities Factor and Communalities
Items Factor . Variance - Items Factor . Variance .
Loadin Eigenvalu Exolaine Communalitie Loadin Eigenvalu Exolaine Communalitie
e p s e P S
g d (%) g d (%)
2. My parents 4.1 can remain
stay nearby calm when 1.336 3.427
while using the 0.653 0.628 facing
internet difficulties 0.726 0.572
3. My parents because | can
explained why rely on my
some websites coping abilities 0.668 0.546
are good or bad F6: emotional
4. My parents problems
talked to me 1. | always get 0.641 0.487
about what to very angry and
do if something lose my temper
on the internet 2. | am often
bothered me unhappy, sad or 1.081 2772
F4: religiosity tearful 0.701 0.685
Level 3. lam easily
1. I always distracted and
perform my find it difficult
duty as a to concentrate 0.670 0.678
Muslim (e.g. F7: risk taking
pray five times 1.1do
2 day, fasting 0.767 0.636 dangerous
during the things for fun
month of 2. 1 do exciting
Ramadan, things, even if
pilgrimage to they are
Mecca etc.) to dangerous
ALLAH
2. 1tis 1.542 3.953
important for
me to follow 0.758 0693 D. Reliability of the Data
ALLAH's . , .
Commandment The coefficients of Cronbach’s alpha were considered to
s estimate the reliability of data intended for the extracted
conscientiously structure. Table Il shows the results of the reliability analysis.
3. | carefully 0713 0.596
avoid shameful : : Fair internal consistency was shown by all the factors
. Ralc_ts_ 0.623 0.558 having coefficients larger than 0.62. In the measurement scale,
ol an index of 0.6 or more than that designates a satisfactory
influence all internal consistency [24]. Since the results of the extracted
my interaction factor structure generated estimates that range from 0.625 to
\F',V'th ﬁVfWF’”f—; 0.930, it can be inferred that the scale utilized as a part of this
o investigation exhibited high internal consistency.
F5: self- 1.816 4.657
efficacy 0.729 0.637 _ Tabled.
1 1am Reliability Analysis
confident that | Reliability of the Extracted Factor Structure
can deal Factor No of Item Cronbach’s Alph
efficiently with 0682 0.597 o ot Ttems ronoach s Zpha
unexpected Emotional Problems 3 0.625
events )
2. Its easy for Self-efficacy 4 0.734
me to stick to 0.678 0.587 Risk-taking 2 0.811
my aims and
achieve my Parents 4 0.787
goals
3. No matter 0.662 0.517 Teachers 4 0.864
what comes my
way, I'm Peers 4 0.808
usually able to iingi
handle it Religiosity Level 4 0.717
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Table 4.
Reliability Analysis
Reliability of the Extracted Factor Structure

Factor
No of Items Cronbach’s Alpha
Online Risks 8 0.930
Harm 6 0.845

VI. CONCLUSION

Entirely a reliable underlying structure was generated by the
outcomes regarding online risks harm the Bangladeshi
teenagers are facing and additionally this upheld the factors to
be specific, social, psychological as well as religiosity level.
The PCA came out by demonstrating all the items having high
factor loadings to the validity of the scale. In addition to that,
they were classified successfully and significantly into some
specific logical factors, which in turn collectively clarified
65.594% of the variance. The scale used in this study was
proven successful by factor loadings and the total variance
explained for apprehending the fundamental extents of online
risks sand harm the Bangladeshi teenagers are facing. Along
these lines, it can be sensibly contended that the scale offers a
substantial measure regarding the construct.

What’s more, the Cronbach’s alpha esteems were found
high (ranging between 0.625 and 0.930) for the generated factor
structure. In this way, this exhibited a high internal consistency
of the scale. Last, of all, the results of validity as well as
reliability analysis also exhibited that the instrument designed
and employed for the investigation is a reliable and legitimate
estimation tool. Hence, that can be utilized to evaluate further
the dimensions of online risks and harm in future investigations.

In brief, online risks and harm is a highly complex
phenomenon involving a complex interplay of independent and
dependent variables. To develop a better understanding of the
problem, it is highly recommended to conduct a qualitative
study afterward. Hopefully, rich data will be derived in this way
to address the issue more deeply.
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